ELECTRICITY

1.  General.  Electricity is the most important source needed for all computer related equipment.  Granted, some equipment can run on battery power, but after a short period of time the battery will need to be recharged using common household electricity.  Clean Alternating Current (AC) is vital in preventing damage to Automated Data Processing Equipment (ADPE).  Reliable AC power is never a guarantee.

2.  Ground.  All ADPE must be plugged into a three prong outlet that contains a ground.  If the electric power outlet does not have three female connections, then a two prong to three prong adapter must be used.  All ADPE must be grounded to prevent permanent damage to your gear.  A ground reduces stray current flow and static buildup by draining them to earth ground where they are harmlessly dissipated.  If an adapter must be used, then the center ground post must be connected to a reliable ground.

2.1.  Grounding rods. In accordance with reference D, TM 9406-15 GROUNDING PROCEDURES, perform the following steps to install a grounding rod in the field environment:

    a.  Dig a hole 6-12 inches deep 18 inches across.

    b.  Create a mixer of a pound salt to every gallon of water.

    c.  Fill the hole with the mixture and allow it to soak in.

    d.  Drive a 6-10 foot grounding rod in the middle of the grounding hole, at a 30-40 degree angle to make it easier for a vehicle to remove it later.

    e.  If available, use a fence post driver to drive the rod into the ground.  Use a sledge hammer as a last resort.

    f.  Leave 3-5 inches of the rod exposed and connect the ground strap to it.

    g.  Regularly add the salt solution to keep the soil around the rod moist.

    h.  The rod could be covered with plastic to help reduce evaporation.

    i.  Use #6 AWG or two strands of #8 AWG copper wire for the ground conductor line.

2.2.  Ground resistance  The ground resistance must be less than 10 ohms.  Perform the following steps to measure the ground resistance of a grounding rod:

    a.  Install two more ground rods to create a triangle.  Each rod must be twice the drive rod length from one another.

    b.  Use an ohmmeter to measure the resistance between each of the rods.

    c.  Use the following formula to compute the ground resistance:

        R1 + R2 - R3

        ------------  =  GROUND RESISTANCE

              2

    d.  Connecting all three ground rods together, will reduce the ground resistance by 40%.

3.  Electric power outlets  No matter where you are or where the power is coming from, it is essential to check all electric outlets before attempting to plug any power cords into them.   Even generator supplied electricity can be unreliable or connected wrong.  Many electronic components have been destroyed using local power during deployments to Thailand and Korea.  The AC house voltage within the Far East countries is set to 220-240 VAC.  American made products are built to work on 110-120 VAC.  Step down transformers are needed to lower the AC voltage.  Use a voltmeter and the following diagram to ensure you get the readings as displayed in the diagram.  If your readings are not the same as the diagram, then switch the polarity by unplugging the power cord going into the wall outlet and plugging it in the opposite way before calling an electrician.
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4.  Surge protectors  A surge protector must be used to protect electronic computer equipment from power surges.  All surge protectors must have a built in circuit breaker.  A surge protector must be the first electronic item plugged into a reliable 110-120 VAC grounded power source such as a wall outlet, step down transformer, or field generator.  All computer suites will be plugged into a surge protector.  Laser printers, coffee makers, fans, copying machines and other high powered electric equipment will not be plugged into the same surge protector as the computer suite since they draw too much power and may destroy other equipment connected to the same strip.  CPUs, monitors, modems, dot-matrix and inkjet printers may share the same surge protector.  Surge protectors may be purchased at DSSC self service.

5.  Uninterruptible power supplies  All servers are required to be plugged into an Uninterruptible Power Supply (UPS).  A UPS is similar to a car battery that keeps the server running when the power goes out.  It also protects the server from the following elements that can permanently damage it:

    a.  Sags - Sags are short term decreases in voltage level.  This is the most common power problem, accounting for 87% of all power disturbances.

    b.  Spikes - A spike is an instantaneous, dramatic increase in voltage.

    c.  Surges - A surge is a short term increase in voltage, typically lasting at least 1/120 of a second.

    d.  Blackouts - A blackout is a total loss of utility power triggering the UPS to supply its battery power to the sever for a short period of time, allowing the ISC to gracefully shut down the server.

    If you need a UPS for your server, then immediately contact the Information Systems Management Office (ISMO).  A $500 UPS can protect a $10,000 server from unexpected power outages and dirty unreliable power.

